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POCKOMHALA3O0P

POJlb U MECTO 3ALLUUTbI NPAB CYBBEKTOB
NEPCOHAJIbHbIX OAHHbIX B OBECNEYEHUA
KUBEPBE3OIMNACHOCTHU




KUBEPYITPO3bl B CETU UHTEPHET
v MOWEHHUWYECTBO

v KUBEPBYIIWHT,
TPOJINMUHI

/ BbIMOTATENbCTBO v~ ATFPECCUBHbIA MAPKETUHI
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UWCTOYHUKWU KUBEPYTPO3

» NPAKTUKA NMPUHATUA ycnosui
NoNb30BaTENbCKOrO COrnateHus o ymon4aHnto

» XULWEHUE NA

» WUCNONBb30OBAHMUE «cepbix» MOBUMBHBIX
NPUNOXKEHNK

» OULNHI

» MNOBCEMECTHOE UCNOJNb3OBAHUE
BWEOHabMoaeHNs

% POCKOMHALA30P

» MEPEOAMYA MM no
He3alUWLLEHHbIM KaHanam CBs3M

» UCNOJIb3OBAHUE
reonoKaLoHHbIX CEpPBUCOB

» PACIMPOCTPAHEHME MN[ B OTKPbITLIX
NCTOYHMKAX

» OBUEHMWE ¢ BupTyanbHbIMK Apy3bamu

OKYMEHT cOo3/iaH B anekTpoHHon copme. Ne 18-24601/2019 ot 22.11.2019.
CTtpanuua 5 13 26. CtpaHuua cosgaHna: 22.11.2019 11:19



NOCNEACTBUA KUBEPYITPO3

o MNPUCBOEHME JIW4HOIO UMYLLECTBA
PAXOAH OBMAHHbIM MYTEM

o Bpen ncuxudeckomy, HpaBCTBEHHOMY
[YXOBHOMY 3[10POBbI0 paxaaH

o HapylueHue npasa Ha NUYHYIO KN3Hb

% POCKOMHALA30P

o [puHyxaeHue K
BbIMOMHEHUIO BOMU TPETLMX NILL

@ MOHGTHSHU,HH nonb3oBarens cet MHTepHerT,
T.€. NONb30BaTEllb CTAHOBUTCA TOBAPOM

MaHunynuposaHue CybbekToOM nepcoHanbHbIX
NaHHbIX
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NMNPABOBOE PETYIIUPOBAHUE 3ALLUTBLI NMPAB
CYBBEKTOB NEPCOHAIbHbIX OAHHbIX

& KOHBEHLIUA COBETA EBPOIMbI
O zawumTe husnyeckux nuu Npy asTomaTUaMpoBaHHoi 0bpaboTtke nepcoHanbHbix AaHHbIX ETS Ne 108

7, ®ENEPANbHbIN 3AKOH POCCUUCKOWN ®EAEPALIUN
«O nepcoHanbHbIX AaHHbIX»

~ ®ENEPAIbHbIN 3AKOH POCCUACKOWN ®EOEPALIUK
«06 MHDopMaLMK, MHDOPMALIMOHHBIX TEXHOMNOTUSX 1 O 3aLLUUTE UHAOPMALINY

(B yacTv nopsigka GNokMpoBKKU MHopMaLmK B ceT MHTepHeT)

& MNOCTAHOBNEHUE NPABUTENLCTBA POCCUUCKOWN ®EQEPALIUN
«O ®epnepanbHoit cnyxbe no Haa3opy B cdepe CBS3U, MHPOPMALIMOHHBIX TEXHOMOTMIA U

MacCOBbIX KOMMYHUKaLIMA»
% POCKOMHAA30P
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HAPYLLEHUA NOPAOKA OBPABOTKW NEPCOHAJNBHbIX JAHHBIX B CETU UHTEPHET

O Heperynupyembiit 060poT MHGOpPMaLMK, coaepxallieit nepcoHanbHble AaHHbIe

(1 HecootseTcTBME OEDSEOTI{M NEePCOHalnbHbIX AaHHbIX OEeKNapupyeMbiM B NOMNb30BATENbCKUX
cornatleHunax MHTepHeT-koMnaHum LEeNAM Oﬁp&lﬁGTl{H NEPCOHAlbHbIX AaHHbIX

U Cbop © aHanu3 nepcoHanbHOM  WMHGOpMauuM nonb3oBatenend, B TOM  JuCne,
NepcoHUULMPOBaAHHOK 3anHTEPECOBaHHOCTM NOMb30BaTENA K ONpeaeneHHbiM ToBapam

L Wcnonb3oBaHue nepcoHarnbHbIX JaHHbIX Nonb3osartens cetn MHTEepHET ¢ Lenbio NpoaBKeHNS
TOBapOB, paboT, ycnyr Ha pbiHKe
U Cosganue danblumBbiX akkayHTOB B COUMAnbHbIX CETSX

O Vcnonb3oBaHue nepcoHanbHbIX AaHHbIX B KOMMEPUECKUX LIensX

L O6uwienocTynHOCTL NUYHON UHGOPMaLUK
% POCKOMHALA30P 5
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NONHOMO4YUA POCKOMHAL3OPA MO KOHTPONKO 3A COBNOAEHUEM
3AKOHOOATENbCTBA B OBJIACTU NEPCOHAIbHbIX OAHHBLIX

AUC «PeecTp HapywuTenel npaB Cy6LEKTOB NepCOHaNbHbIX AaHHbLIX»

LEb:

OrPAHUYEHUE OCTYMA K UHOOPMALIUU, OBPABATLIBAEMOW C HAPYLLEHUEM
3AKOHOJATENLCTBA POCCUUCKOWN ®EAEPALIMM B OBNACTU NEPCOHAIbHbIX AHHbIX

% POCKOMHALA30P 6
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HAITMYUE CUCTEMbBI MO 3ALLUUTE NPAB CYBbEKTOB NEPCOHAJIBHBIX AAHHbIX

CNOCOBCTBYET

Noctuxenuto BAJTAHCA uHTepecoB

[lnyHocTI, obLyecTBa U rocyaapcrea

COXPAHEHUIO

HEMPUKOCHOBEHHOCTU uyAcTHOM
KU3HK

CoxpaHeHuto

NCUXONOrMYECKoro
300poBLSA rpaxaaH

% POCKOMHALA30P {
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Hudopmanmonnas naMsTKa VI HECOBEPIIEHHOIETHHX 110 BOIIPOCaM
KHOepOe3onacHoCcTH

B ceTn «HMnrepner

KoMmnsiorepubie BHPYChI

KoMmnesroTepHslii BUPYC - 3TO Pa3HOBHUAHOCTE KOMIBIOTEPHBIX [POrpaMm,
OTAMYHTEILHOH 0COOCHHOCTHIO KOTOPOI ABIACTCA CIMOCOOHOCTE K Pa3MHOKEHHIO
(komupopanuoo). B fgononHenwe K 9ITOMY, BHPYCHI MOTYT TMOBPEAHTH HIH
MOJTHOCTBIO YHHYTOXKHTE Bee (aiiibl  JAaHHbIC, MOAKOHTPOILHEIE TONL30BATEIIO,
0T HMCHH KOTOPOTIO E'BIHH ATy HICHA 'SHI]B}HEHHHH [IporpamMmMa, a TakxKe HUBPEJJ,HT]:
HIIM JIa%e YHHYTOAKHTH ONEPALHOHHYIO CHCTEMY cO Becemu daiinamu B ueinom. B
DONBIIHHCTBE CIYYACB PACIPOCTPAHAOTCA BHPYChI Yepe3 HHTEPHET.

MeToab! 3aIMTHI 0T BPEIOHOCHBIX NPOrpaMM:

| Henonw3y#d  coBpeMeHHBIE  ONEpPallHOHHBIE CHCTEMbI, HMEHOIIHE
CePLE3HBIH YPOBEHE 3aIIMTHLI OT BPEJIOHOCHBIX NPOTPAMM;

Z [Moctosnno ycranasnusaid nartuu (updpoBeIE 3aMIATKH, KOTOPBIE
ABTOMATHYECKH YCTAHABIHBAIOTCH € UENbI0 J0paloTKH NporpaMmel) H Apyrue
oOHOBJIEHHA cCcBOel onepaunoHHoi cucrembl. (CkaynmBailik HMX TONBKO €
opuuuansHoro caiita paspaborunka OC. Ecau  cymecTteyer  pexuM
aBTOMAaTH4ECKOT0 OOHOBICHHS, BKJIKOYH €T0;

3. Pabotaii na cBoeM KOMILIOTEPE MO NpaBaMH MONbL30BATENA, a HE
AAMHHHCTPATOPA. DTO He MN03BOAMT OONBINMHCTBY BPEAOHOCHBIX TNPOrpaMm
MHCTAJUIUPOBATLCH HA TBOEM [EPCOHANBHOM KOMIILIOTEPE;

4. Henone3yii aHTHBHpYCHBIC NPOrpaMMHBIC NPOAYKTBI H3BECTHBIX
MPOU3IBOAUTENECH, C ABTOMATHYECKHM 00HOBICHHEM Da3;

5. Orpannus (UIAYECKHH JOCTYN K KOMIBIOTEPY /[A18 MOCTOPOHHHX
TIHLL

6. Henonsayii BHewHne HocuTenn uudopMaimy, Takue kak dneinka,
auck uin dpaiin uz Mateprera, TOALKO M3 NPOBEPEHHBIX HCTOYHHKOB,

7. He otkpeiBaii koMnbroTepHble (ailibl, MONy4YeHHble U3 HEHAAEKHbIX
MCTOYHHKOB. /laxke Te daiiasl, KoTopele MpHcaan TBOH 3HaKoMBlil. Jlyumie yTounn

¥ HETO, OTNPABIAN TR OH Tede ux.

Cern WI-FI
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C nmomomeo WI-Fi mMomkHO nomyuuTs OecniaTHBIi HHTEpPHET-AOCTYI B
0OLIECTBEHHBIX MecTax: Kade, oTenAx, TOProBeIX LEHTpax M ajponoprax. Tak wxe
ABJIACTCA OTAHYHOH BO3MONKHOCTBLIO Bhixogaa B Mutepuer. Ho muorue skcneprsi
CUMTAIOT, uTo obueaocTynHble WiFi ceTn He sBasioTes 6e30nacHbIMH.

Cogerst no 6ezonacnoctTn padorsi B 06megocrynubix cerax Wi-fi

1; He nepenasait cBowo nu4HYH HHAOPMALMIO Yepes oDWEeAoCTYHbIE
Wi-Fi cern. Pabotas B HHX, JKenaTelbHO He BBOJMThH MApoIH JOCTYMA, JIOTHHBI U
KaKHE-TO HoMepa:

2. Hcnone3yii u oOHOBIAH aHTHBHPYCHBIC NporpaMMmbl H OpaHaMayap.
Tem cameim ThI 0De30nacuik ceba OT 3aKaUYKH BUPYCA HA TBOE YCTPOICTBO,

3. [pu nenonszoannn Wi-Fi orkmoun dyuxkumio «O0wumit gocryn K
haitnam n npustepam». JlanHasa (QyHKUMA 3aKpbiTa N0 YMOIYaHUIO, OJHAKO
HEKOTOPBIE MOJIL30BATE/IH AKTHBHPYIOT €€ And y100CTBa HCMONb30BaHuA B pabote
WIIH yuede;

4. He wcnone3yi nyommunenii WI-FI ans nepesaun nMYHBIX JaHHBIX,
HATIPUMEP, JUIA BEIX0/A B COLUHAILHBIC CETH HWIH B AIEKTPOHHYIO [OYTY:

5. Henonesyii tonsko samuuiennoe coenmnenne uepes HTTPS, a wue
HTTP, T.e. npu Habope Bed-anpeca BBoaH uMeHHO «https://»;

6. B mobunsHoM Tenedone otkmoun pyHkuHi «lloakmouenne k Wi-Fi
asTomaTHieckm». He gonmyckail aBTOMarM4eckoro MoAKIOMCHHA YCTPOHCTBA K

ceTam Wi-Fi 0e3 TBoero corsiacus.

Counajibuble ceTH
CoumanbHas ceTb - 3TO caifT, KOTOPbIH NPEAOCTABASET BO3ZMOKHOCTD JHOIAM

OCYIICCTBIATE OOHICHHe MexaAy coboii B mHTepHeTe. Yalue Bcero B HHMX [UIA
KaXkKJ0ro YernoBeKa BbIACAACTCA CBOA JWYHAA CTPaHMYKa, Ha KOTOPOi OH
yKa3eiBaeT 0 cebe pasnuunyio HHOOPMaIHIO, HAYHHAA OT MMCHHM, (QaMWIHH H
3akaHumBas JnuHsIMH QoTorpadgusmu. MHOrHE MONB30BATENN HE TIOHHMAIOT, YTO
nHpopmanus, pasMelIeHHas HMH B COLMANBHBIX CETAX, MOMKET OblTh HailleHa M
HCMONb30BAHA KeM VYIroAHO, B TOM uHciae He o0sa3arensHo ¢ Onarumu

HAMCPCHHAMH.

OcnoBHbIe COBETHI 10 HE30NMACHOCTH B CONHATBHBIX CETAX:
.  Orpannus cnucok apyseil. Y Tebs B Apy3bsiXx He J0KHO ObITh
CAYYAHHBIX W HEIHAKOMBIX JIHOJCH;
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o 3amumail cBOK 4acTHYK #u3Hb. He ykaswiBaii mapomu, tenedoHsi,
agpeca, Jary TBOEro PpOXIACHHA H JPYIYH JIHYHYK  HHOpMaLHIO.
310yMBIIIEHHHKH MOTYT HCTIOIL30BaTh Jake HHPOPMAIHIO O TOM, KaK Tl B TBOH
POAHTENH MIAHHPYETE NPOBECTH KAHHKY LI,

3. 3auMiail CBOK penyTauMio - JAEpkKH €e B YMCTOTE M 3ajaBaii cebe
BOMPOC: XOTeN Obl Thl, 4TOOBI APYrHe NOAb30BATEIN BH/CIH, YTO Thl 3arpyskaeciiib?
[oxymait, npexae yeM 4To-T0 OMYOIHKOBATh, HATIMCATL U 3arPY3HUTh;

4. Ecam Tel TOBOpHIIL € MHOIBMH, KOTOPBIX HE 3HACIIb, HE UCIONB3YiH
CBOC pPEAJLHOE HMA H JPYTYIO JHYHYIO HWH(OOPMALMH: HMA, MECTO KHTCILCTRA,
MECTO yuehnl u npouee;

5. H3beraii pasmenienus Gororpadguii 8 Hureprere, riae el n3o0paxkex
HA MECTHOCTH, 110 KOTOPOH MOKHO ONIPEICIHTb TBOE MECTONONOKEHHE,

6. [lpu permcTpaumn B couManbHONH CeTH HEOOXOAWMO MCMONIL30BATH
CJIOYKHBIE TIAPOJIH, COCTOAIIHE M3 OYKB H LH(P H C KOJTHYECTBOM 3HAKOB HE MEHee
8;

7. Jinst couManbHON CETH, NOYThl W JPYrHX CcaiToB HeoDdXo1MMO
MCIOJb30BaThL pasHbie napoian. Torga ecau Tebs BIIOMAIOT, TO 310YMBILLICHHHKH

Moay4aT JOoCTYT TOJIbKO K OIHOMY MECTY, 4 HC BO BCC Cpaiy.

D NeKTPOHHBIE IEHbIH

DACKTPOHHBIE JACHBIW — JTO OUeHb YA0OHBIH Crmocod njaaTexe, OHaKo
CYLIECTBYIOT MOILIEHHHKH, KOTOPBIE XOTAT MOJYYHTB 9TH JAEHLIH.

DNEKTPOHHBIC ACHLI'H MOABHIKCH COBCEM HEAABHO H HMEHHO M3-34 3TOr0 BO
MHOTHX TOCY1apcTBax A0 CHX MOP HE MPONHCAHO NP0 HHX B 3aKOHAX.

B Poccun e oHH (pYHKLHOHHPYIOT H O HHX YK€ MPOMHCAHO B 3aKOHE, I
HX pa3lendioT Ha HECKOJIbKO BHIOB - AHOHUMHBIC H HE aHOHMMHEIC, Pa3Huua B
TOM, YTO AaHOHHMHBIC - 9TO T€, B KOTOPEIX pa3peniacTcs MpoBOANTE onepaunn Oe3
wiaeHTHGUKALMH  noib30BaTeNIs, 4 B HE AHOHMMHBIX  HaeHTHHMKauu
[OJIb30BaTEeNA ABAAeTCA 00A3aTEIBHOMN,

Taxe craegyer pasnuyarh SNCKTPOHHbIE (pHATHBIE [ACHBIHM (paBHbI
rocy/JapcTBEHHBIM BamlOTaM) W JICKTPOHHBbIC HedHaTHbIe [eHBIH (HE paBHBI
rocyJapCcTBEHHBIM BaTIOTaM).

OcnoBubie coBetnl m0 HezonacHoi padbore ¢ WIEKTPOHHBLIMH IeHbIAMN:

. Tpusskn k cuery mMobunbHblii Tenedon. 1o caMmblil yao0HBIH H

OblcTpbI  ciocod BOCCTAHOBUTH jgocTyn K cuery. [lpusssanusii tenedon
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MOMOKET, ec/iH 3adyaemb CBOIH NAaTeKHbIH Mapojib HMAH 3aijJellb Ha calT C
HE3HAKOMOTO YCTpOICTBa;

2. Hcnonesyii oanopasoseie naponn. Ilocie nepexona wa yCHACHHYIO
aBTOpH3alMI0 TeDe yxe He Oyjer yrpokark ONAcHOCTE KPAXKH WIH Nepexsara
IUIATEKHOTO NApoIs;

3. Bribepu cnosxusiil napons. [Ipectynnukam Oyaer He npocro yraaars
cloxHbl napoiab. HanexHele nmaponn — 3T0 maponm, KOTOpbIE COIEpKAaT He
MeHee 8 3HAKOB M BKIKOHAIOT B ceOA CTPOYHBIC M MPONMHCHBIC OYKBBI, UH(PEI W
HECKOJILKO CHMBOJIOB, TAKHE Kak 3HAK onnapa, yHTa, BOCKIHIATCIbHbIH 3HAK 1
1.1, Hanpumep, StROng!::

4, He BBOAM CBOM NHYHLIC JAHHBIC HA caiTax, KOTOpPbIM HE AOBCPACIL,

DIEKTPOHHASA M0YTA

DNEKTPOHHAA MOYTAa — 3TO TEXHOIOTHA M NMPEJIOCTaBIAEMbIC €0 YCIYTH Mo
MEepPeckiIKe H NOJYUEHHIO MIEKTPOHHBIX COODIEHHI, KOTOpLIe pacnpe/ie/isiorca B
KOMIIBIOTEPHOH  CETH. OOBIUHO mt:KTpm-mhtﬁ NOYTOBLIH  AUMK  BBIFJIAANT
CEAYIOIHM 00pa3oM: MMA Nosb3oBaTe/s(@uMs goMena. Taoke kpoMme nepeauu
NPOCTOro TEKCTa, HMEETCH BO3MOMKHOCTh NepeaaBaTh (hainsl.

OcuoBHBIE COBETHI M0 De3onacHoil pabore ¢ YIEKTPOHHOH NOYTOI:

i Hano Beibpate npaBunbsHbl nouToBbiil cepeic. B HMutepuere ecth
OTPOMHEI BEIDOP DecnaaTHRIX MOYTOBLIX CEPBUCOB, OJIHAKO IYyUIIe A0BEPATH TEM,
KO0 3HAClIb M KTO NEpPBLIi B pEHTHHTE;

2. He ykaspiBaii B JauuHOil noure auunyio uedopmauuo. Hanpumep,
ny4uie BelOparTh «My3bikanbHbli danat@» win «pox2013» Bmecto «remal 3x»;

3. Henone3ayii ABYXA3TanHyw aBTOPH3ALNID. ITO KOrla NOMHMO Maposs
HY/HO BBOJAHTH KO/, NpHCHIIaeMbli mo SMS;

4. Bribepn caoxubiil maponk. Jna KakI0T0 NMOYTOBOTO AIIMKA J0KEH
OBITL CBOH HAJEKHLIH, YCTOHUMBLIH K BAIOMY 11apo/ib;

J; Eciu ectb BO3ZMOMKHOCTD HANMCATH CAMOMY CBOH JIMYHBLIH BOIPOC,
HCIOJB3YI 3TY BO3MOKHOCTB:

6. Hcnonb3yii Heckoabko mo4vTOBbIX ANKOB. [lepBblil nna wacTHOMH
MEPENUCKH € ajpecaTaMi, KOTOPBIM Thl JOBEPACIb. JTO MEKTPOHHBIH ajpec He

HAaJ10 HCTIOMBL30BATh MPH perucTpaiiu Ha (hopymax u caiitax;
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T He oTkpsiBaii daiinsl 1 ApyTHe BAOKEHHA B MHCbMAaX J1a)Ke €ClH OHH
NPHILIA 0T TBOMX Apy3ei. Jlyuine yTouHH y HHX, OTIPaBIAIH JH OHH Tede TH
(haiinmr;

8. IMocne okonvanus paboTel HA MOYTOBOM CEPBHCE MEPE/l 3aKphITHEM

BKJIAJIKH € caiiTom He 3a0y/ab HaxkaTh Ha « BeiiiTiy.

KubepOyaauHr niaH BHPTYAJIbHOE H31E€BATEIBCTBO
Kubepbynnmuur —  mpecnenoBaHue  coOODIICHHAMH,  cOACpPKANIHMHA

ockopOieHHs, arpeccHio, 3AnyTHBaHMKE, XYIHTaHCTBO; COIMATBHOE
DOHKOTHPOBAHHE € MOMOILUBIO PA3IHYHBIX HHTEPHET-CEPBHCOB.

OcHoBHbIE COBEThI 110 Bopbbe ¢ kubepby LIHHIOM:

1, He Opocaiica B Ooil. Jlyummii cnocod: nocoseroBaThes Kak cebs
BECTH H, €CIIH HET TOro, K KOMY MOMKHO OOpaTHThCS, TO BHA4ajle YCIOKOHTHCH.
Ecnm Tel HauyHems oTBEYaTh OCKOPOJIEHHAMH Ha OCKOPONEHHA, TO TOJBKO elle
DOITbIIE Pa3oATKENTh KOH(IHKT;

2. VYrupasasii coeii kubeppenyraumeii;

3. AHOHUMHOCTE B ceTH MHUMad. CyLlecTBYOT croco0bl BLISCHHTL, KTO
CTOHT 33 AHOHHMHBIM AKKaYHTOM;

4. He cronT Bectn xynuranckuii o0pa3 BupryansHoil xu3Hn. Uarepuer

(pHuKCHpPYyeT Bce TBOM MCHCTBHA M COXpaHAeT MX. Yaanuth WX Oyaer kpaiine

3ATPYAHHTEILHO;
o Beau ceba Be#IIMBO:
6. Urnopupyit eauHuuHblil Heratus. OAHOPA30BBIC OCKOPOHTE/IbHBIE

cooOlIeHHs JIy4llle MrHopHpoBats. OOBMHO arpeccus Mpekpaniaercs Ha
HAYaIbHOH CTaINH;

£ ban arpeccopa. B nporpammax odmMeHa MrHOBEHHBIMH COOOLICHHAMH,
B COUMAIbHBIX CETAX E€CTh BO3MOMKHOCTH OJIOKHPOBKH OTHpPaBKH COOOUIIEHHIH C
OnpeleeHHbIX aJIpecoB;

8. Ecnn tei cBujpereas kndepOymnuura. TBoM JeHCTBHA: BBICTYIIHTH
NPOTHB MpecieioBaTend, [0Ka3aTb €My, 4YT0 ero JeHCTBHUSA OLCHHBAKTCA
HEraTHBHO, MOJEPKATh JKEPTBY, KOTOPOiIl HYkKHa MNCHXOIOTHYECKAas MOMOIlb,

COOOIIMTE B3pOCIBIM O qJE'iKTE ATPCCCHBHOTO MOBCIOCHHA B CCTH.

Moouabuntii Teaedon
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CoBpemeHHble cMapT(OHbI U MUIAHLLETHI COAEpKaT B cede BIOIHE B3pOCIbIil
(yHKIHOHAA, W Teneps OHH MOTYT KOHKYPHPOBaTh CO CTallHOHAPHBIMH
KomnbploTepaMi. OIHAKO, CPEACTB 3aIMThI /U1 NOJA00HBIX YCTPOHCTB MOKA OYCHb
mano. TecTHpoBaHHE W TMOHCK YA3BMMOCTEH B HHX [IPOMCXOJHT HE Tak
nHTEHCHBHO, Kak Juia TTK, 1o e camoe kacaercs n MOOGHIIbHBIX ITPHIIOAKEHHI.

CoepemenHble MOOMIBHBIC Opay3epsl yiKe MPAKTHYECKH JIOTHAIH
HACTONIbHBIC AHAJIOTH, OJHAKO pacmpeHHe (QyHKUMOHATIA BiIe4YeT 3a coDoii
DOMBIIYIO CTOMKHOCTE H MEHBIIYHO 3aUIHILICHHOCTb.

Jlaneko He BCEe MPOM3BOAWTENM BBIMYCKAKT OOHOBICHHMA, 3aKPBIBAIOIIHEC
KPHTHYECKHE YAIBHMOCTH U1 CBOHX YCTPOHCTR,

OcHoBHBIE COBETHI 15 DezonacHocT ModnasHoro rejedona:

1 bynw octopomen, Beap Koraa Tede npeiararoT OecruIaTHbIII KOHTEHT,
B HEM MOTYT OBITh CKPBITBI KAKHE-TO MIATHLIC YCIYTH;

2 Hywmaii, npexkae uem otnpaeuTe SMS, doTo nim Buaeo. Twel TowHO

3HACUIb, TJ1C OHH 6}".}1}'1" B KOHEYHOM uTtore”’

3 Heobxoa1umM0 00HOBIATL ONEPALHOHHYIO CHCTEMY TBOEro cMapTdona;
4. Hcnonb3yil aHTHBHPYCHBIE NPOrPaMMBbI U1 MOOHIIBHBIX TeeOHOB;
5. He sarpyxaii npuaoxkeHus OT HEH3BECTHOIO HCTOYHHKA, BelIb OHH

MOTYT COZIepKaTh BPeLOHOCHOE MporpaMMHoe obecneveHue;

6. ITocne Toro kak Thl Bhlilgemb ¢ caiTa, A€ BBOAHI JTHYHYIO
nHopManiio, 3aiian B HacTpoiikn Gpaysepa n yaanm cookies;

7. Tlepuoauueckn NpoBepsAH KakHE IUIATHBIC YCIYTH aKTHBHPOBAaHbI Ha
TBOEM HOMeEpe,

8. Hagaii ceoii Homep MOOHIBHOTO TeneoHa TONBKO NHAAM, KOTOPBIX
Thl 3HACLIb H KOMY J0BEPACIb;

9. Bluetooth gom#ken ObITH BBIKIKOYEH, KO3 Thl HM HE MOIb3YEIILCH.

He 3abeiBail nHOT1a NPOBEPATE ITO.

OUHIIHHT HIH KPAKA JHYHLIX JIAHHBIX
I'nagHas wens ¢uumHr - puaa HMHTepHeT-MOLIEHHHYECTBA, COCTOMT B

MOMYYCHHH KOH(HICHIHAIBHBIX JaHHBIX MOJIB30BaTENCH — JOTHHOB M Napoci.
Ha anramiickom sa3wike phishing untaerca kak ¢ummur (ot fishing — priGHas
noBas, password — naposs).

OcuoBusie coBeTs! 10 Dopuide ¢ PUIHHIOM:

[okymeHT co3aaH B anekTpoHHo chopme. Ne 18-24601/2019 ot 22.11.2019. - [t b
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1. Cnenn 3a coum akkayHToMm. Ecnu Thl mopospesaeiib, 4TO TBOA
aHkera ObUIa B37OMaHa, TO HeoOXoauMo 3abJIOKHPOBATE €e W COODIIMTE
aJIMHHHACTPATOpaM pecypca 00 ITOM Kak MOJKHO CKOpee;

2. Henonsayii  Gezonacusie  Beb-caiitel, B TOM uHCie, HHTEPHET-
MAra3sMHOB ¥ [OHCKOBbLIX CHCTEM;

3. Henonsayii cnoxusle U passsie naponu. Takum obpaszom, ecnu tebs
B3JIOMAKOT, TO IOYMBILUICHHHKH MOIY4YaT [OCTYN TOJNbKO K OJHOMY TBOEMY
MPO(HIIO B CETH, @ HE KO BCEM;

4. Ecim 1eba Binomanu, 10 HeoOXOAMMO NPEAyNpeauTh BCEX CBOHX
THAKOMBIX, KOTOpbIC A00aBieHsl y T¢0s B APY3bAX, O TOM, 4TO Tebd B3IOMAIH M,

BOAMOMKHO, OT TBOCTIO HMEHH 6}’,&&1’ pPacCeIATHCA ClTAM H CCBLUIKH Ha tl]HLLIHHI‘GBblE

caiThl;
5. Yeranosu Hanexssli napons (PIN) Ha MmoOuIbHLI TenedoH;
6. OTxmodn coxpanenne napoias B Opaysepe;
¥ He otkpriBaii (aiins H Apyriue BAOKeHHS B MHCHMAX Jake eciii OHH

NPHILIM OT TBOMX apyseil. JIyuine yTounn y HHX, OTHPaBIsiv JH OHH Tede ITH

haiinb.

[okymeHT co3aaH B anekTpoHHoi chopme. Ne 18-24601/2019 ot 22.11.2019. st
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Mpabuna desonacHozo
nobederus

8 cemu UHmepHem

D19 oT 22.11.2019.



KAK TEBA 30BYT?

B KAKOM KNACCE U KAKOW

CHONBKOTEREET ¢ LWWKONE Thl YYUWLCA?

KAKOro YnCnaA 'y TeeA

OEHb POXOEHWUA? FOE Tbl XUBELWbL?

Emm
FEMATFAOCK DR
BEAKITH

Crtpanuua 19 13 26. CtpaHuua coszgaHa: 22.11.2019 11:19



Ymo makoe AuYHbIE UAU NEPCOHAAbHbIE DAHHbIE?

KOTOPAS noaaonﬂer HOMEP WIKONb, KNACC
YCTA HOBMTb TBOIO

[OMALLHWA AlIPEC

[lOKyMEHT CO3/1aH B 3NeKTPOHHOI dhopMe. Ne 18-24601/2019 ot 22.11.2019. = E T
Crtpanuua 20 13 26. CtpaHuua coszgaHa: 22.11.2019 11:19 DRAKTTH



aKyro uHgopmayuro Mol Yause Beezo pasmewsaem o cede?

®OTOrPAGUM,
UMSi M BO3PACT

-

HOMEP
BAHKOBCKOH

TIIE XWUBEM, B KAKOM
KNACCE U LWKONE
yyumcs

\'a
l

=

i o
- e

114
NS/

—

KYQIA W KOTIA

[okymeHT co3naH B anekTpoHHow dopme. Ne 18-24601/201€
CTtpaHuua 21 u3 26. CtpaHuua cosgaHa: 22.11.2019 11:19
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Kakue yzposol 6revem decneyHoe omHOUEHUE K AUYHBIM DAHHBIM?

TBOW @OTOrPA®UA

Y TEES MOXET PA3MECTAT B UHTEPHETE MOKA TEES
NOABUTLCA A BE3 TBOETO PA3PELWIEHUA W POOUTENEW HET JOMA
BUPTYANbHbIN ABOUHUK 3NOYMbILWNEHHWUKA MOTYT
MPMATU U OBOKPACTb [10M
TEGSA MOTYT HAYATb
TPONNKUTL
BUPTYANbHBIA APYT OMMATA KAPTOW POOUTENEN
MOXET OKA3ATLCH BUAEOUIP U NPUNOXEHWUK
BAHOWTOM B XWU3HW MOXET MPUBECTH K KPAXKE
OEHET C UX KAPT

[okymeHT cosaaH B anekTpoHHon chopme. Ne 18-24601/2019 ot 22.11.2019. i TR TR
CTtpaHuua 22 u3 26. CtpaHuua cosgaHa: 22.11.2019 11:19



Mpabura 3ausumbl nepcoHAAbHBIX OAHHbIX

EcAu mede npedrazaem

Menoabsyii He ocmabasii Bempemumocs
Bmecmo umenu He ykaswibaii AUYHYHO Ozparuvb docmyn
HUK, KAPMUHKY 8 Cemu, uHgpopMayuto o cede K cboemy npoduaro
B coyuarbHoli cemu

Bmecmo pomo u 20e moi xubewb u 6 coyuaroHbix cemsax
n 9KHDIE

He omnpabasii cme Ha He emabe He ckavubaii He pacckasoiBaii, He 3Hakombcs
KopomKue Homepa, He 2E0AOKAUUID NPUAOXKEHUS Kozda 8 unmepHeme
coodujaii Homepa nod cBoumu ¢ HenpoBepennbix u kyda e3duwib
dankoBekux kapm, nocmamu caiimo8, ycmarnoBbu ¢ podumersmMu

cBoeii uau podumenei anmubupyc omadbixamp

Crtpanuua 23 13 26. CtpaHuua coszgaHa: 22.11.2019 11:19



TPONNUHI — BUA XynuraHcTea B ceTn, popma
NPOBOKaLUMU UAU U3aeBaTenbCTsa. Tpoanb
NATAETCA HeraTUBHbIMKU 3MOLLMAMM, OH 3a4aeT
obuaHble BONPOCbI, MOXeT OCKopbAATh,
n3aeBaTbCA, BbICMEMBATb BHELWHWW BUA, POCT,
Bec, NnMcatb 0bMaHbIe C10Ba NPO POAHbIX U

Apy3en

Echu Teba obukatoT B cetn, To nomHu [NIABHOE
MPABUTO -
HE KOPMW TPOJINA

Kak TonbKo nepecTaHelwb pearmposaTtb Ha Hero,
OH 04eHb ObICTpO noTepAeT MHTepec. MoxKelb
MOYanoBaTbCA Ha HErO UK COOBLWMUTL O
TPONNIUHIE aAMUHUCTPATOPY CcaiTa

[okyMeHT co3aaH B anekTpoHHow chopme. Ne 18-24601/2019 ot 22.11.2019.
Crtpanuua 24 ns 26. CtpaHuua cosgaHa: 22.11.2019 11:19
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KUBEPBYNJTUHI — 31O
MCNoNb3oBaHue
COBPEeMEHHbIX
TEXHONOMMM C LLeNbo
0buaeTb, YHU3UTD,
3anyratb Uu
npecnenoBaTtbh APYroro
yesoBeKa

[oBOpPA NPOCTbIM
A3bIKOM, 3TO TPaBAA,
nepeHeceHHanA B CeTb
UHTepHeT

— HuKoraa He npuHUMan cam
y4acTue B UHTEpPHEeT-TpaBae Koro-
nmbo

— YcTaHOBM HaCTPOMKM
NPUBATHOCTU, YTOObI HE3HAKOMbIE
NOAN HE MoK NucaTb Tebe nnm
OCTaBNATb KOMMEHTapPUK Nnoa
TBOMMU $OTO

— Hukoraa He oTBeYan Ha BynauHr
— [lenai CKpUHLLOTbI BCEX
coobuweHun n coobwm o Tpasne
aAMUHUCTPAToOPY pecypca —
3a4YMHLIMKA TPaBAKU 3a0N0KUPYIOT
— [lo6aBb ero B YepHbIiA CNUCOK

— [MoroBopu o npobneme ¢ Kem-
HMBYAb U3 B3POCAbIX, Nyylle C
POAUTENAMU — OHW NOAAEPHKAT U
nomoryT cobpaTb AOKa3aTeNbCTBa
N HaUTU BbIXOA, U3 CNOXKMBLUENCH
CUTYaLumn

[okyMeHT co3aaH B anekTpoHHow copme. Ne 18-24601/2019 ot 22.11.2019.
Ctpanuua 25 ns 26. CtpaHuua cosgara: 22.11.2019 11:19
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" MEPCOHANbHBIEOAHHBIE.OETU

YTO Thi IHAELL O JALIMTE -
NEPCOHANBHLIX JAHHBIX? |
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